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Abstract— The detection of concealed electronic devices has become essential in various security-sensitive environ-ments such as 

defense zones, corporate premises, and public infrastructures. As electronic gadgets have evolved to become smaller and more 

powerful, the challenge of detecting their presence has intensified. In recent years, several detection systems based on 

electromagnetic field (EMF) and radio frequency (RF) emissions have been designed and implemented. In this review, prominent 

methods have been analyzed, including low-power RF detection using optoelectronic oscillators, EMF detection via smartphones, 

and signal optimization techniques for real-time alerts. Each approach has been evaluated on parameters such as accuracy, 

portability, power efficiency, and scalability. Comparative insights and technological gaps have been presented to identify areas for 

further improvement. The review concludes with a discussion on the future of integrated and intelligent systems for advanced 

electronic device detection. 

 

Index Terms— Bluetooth Tracking, Electronic Device Detection, Emf Analysis, Rf Emissions, Optoelectronic Oscillator, Signal 

Surveillance. 

 

I. INTRODUCTION 

The proliferation of advanced electronic devices has 

necessitated the development of sophisticated detection 

systems across multiple domains. From airports and data 

centers to military installations and confidential meetings, the 

need to identify hidden devices such as smartphones, 

wearables, microtransmitters, and surveillance gadgets has 

become increasingly critical. Conventional physical 

screening methods have proven to be insufficient due to the 

miniaturization and disguised nature of modern devices. As a 

result, innovative solutions based on the detection of wireless 

emissions such as radio frequency (RF), electromagnetic 

field (EMF), Bluetooth, and Wi-Fi signals have been 

proposed and implemented. This review aims to examine 

recent developments in electronic device detection systems, 

assess their capabilities, and identify future research 

directions in building intelligent, non intrusive, and real time 

detection frameworks. This paper reviews and compares 

various EMF/RF based detection methods for identifying 

unauthorized electronic devices.  

Various experimental approaches have been adopted in 

recent studies to detect unauthorized wireless and 

electromagnetic emissions from electronic devices, 

especially in sensitive or restricted environments such as 

confidential meetings. Figure 1(a) Displays the RF detectors 

evaluated by Sathyamoorthy et al. [1], including models such 

as Lanmda, Skynet, Mini Gadgets, and Comenzi, each tested 

for sensitivity and detection range. Similarly, Zhou et al. [4] 

developed Phonemeter—a smartphone based EMF 

detector—whose architecture and implementation are shown 

in Figure 1(b).  

Furthermore, Ataro et al. [5] proposed a cost effective 

mobile phone detection system based on RC circuitry and 

reed switches, as shown in Figure 1(c). These setups provide 

a foundational understanding of available technologies and 

guided the experimental design adopted in this study. 

 
Fig. 1(a). Commercial RF detectors evaluated for sensitivity 

and detection 

 
Fig. 1(b). Architecture and implementation of Phonemeter, a 

smartphone based EMF detection system 
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Fig. 1(c). Mobile phone detection system based on RC and 

reed switch circuits for low cost monitoring 

The paper has been organized as follows: Section II has 

presented a literature survey of various RF and EMF based 

electronic device detection methods. Section III has provided 

a comparative analysis of these techniques. Section IV has 

identified existing gaps in current research, and Section V has 

discussed potential future developments that can be done. 

Finally, Section VI has concluded the review with key 

findings and recommendations. 

II. LITERATURE SURVEY 

In the first study, four commercial RF detectors were 

evaluated based on their operating bandwidth and power 

level threshold to determine their suitability for detecting 

wireless spy devices. The study found that the Lanmda 

detector offered the widest bandwidth (up to 6 GHz), making 

it suitable for a broader range of signal frequencies. The 

Comenzi detector demonstrated the lowest power level 

threshold, ideal for detecting low power transmitters. 

However, Comenzi was prone to false alarms, while Lanmda 

could not detect 5–5.8 GHz frequencies. This research 

highlighted trade offs in RF detector selection for sensitive 

surveillance applications.  A detection and alert mechanism 

had been proposed using operational amplifiers and 

comparators to identify RF signals. The circuit had been 

optimized through Multisim and Proteus simulations. 

Although the system had generated alerts successfully, its 

design had been limited to shorter area and had not 

generalized for broader electronic surveillance.  

An innovative optoelectronic oscillator (OEO) architecture 

had been introduced to detect low power RF signals more 

effectively. By utilizing phase modulation and tunable gain, 

the system had achieved better sensitivity and power 

efficiency. However, the complexity of the hardware and 

calibration had restricted its application to mobile or 

embedded systems. Another research had implemented an 

Android based EMF detection application that used the 

smartphone’s magnetic sensors. The app had been capable of 

measuring and logging ambient EMF data, offering a 

hardware independent approach. Despite its portability, the 

method had suffered from limited accuracy due to the 

constraints of built in sensors. Lastly, two low cost mobile 

phone detection systems were developed to prevent 

unauthorized usage in restricted areas. The first system used a 

resistor capacitor (RC) circuit to detect RF signals from 

active mobile phones, capable of identifying calls, SMS, and 

video transmissions within a 1 meter range. The second 

system utilized a reed switch to sense magnetic fields from 

phone components, enabling detection even when phones 

were switched off or in flight mode. While both systems were 

effective, the RC circuit was limited to detecting active 

phones, and the reed switch had a very short detection range. 

These cost effective solutions offer a promising foundation 

for further enhancement in mobile phone detection 

technologies. 

III. COMPARISON OF TECHNIQUES 

A comparative analysis has been conducted among five 

major research works. The first study has evaluated RF 

detectors for detecting wireless spy devices across wide 

frequency ranges. Based on the comparison of power level 

thresholds for each RF detectors in the channel as shown in 

Figure-2, it is observed that the Comenzi RF detector 

generally has the lowest power level threshold over the tested 

bandwidths. The second study has designed mobile phone 

detectors using resistor capacitor and reed switch circuits to 

locate active and switched off devices in restricted areas. In 

Figure-3, the variation over time has been presented for a 

scenatio where only a Wi-Fi signal had been detected. This 

test had been carried out in a building where no active mobile 

phones were present, except for an operational Wi-Fi router. 

The results revealed that under these conditions, an average 

analog voltage of approximately 1.054V had been measured, 

indicating successful detectionn of the Wi-Fi network. The 

third study has proposed a high gain tunable optoelectronic 

oscillator (OEO) for low power RF signal detection, 

achieving enhanced sensitivity. The fourth study has 

optimized an RF detection and alert system utilizing a multi 

band antenna and a camera based alert mechanism to capture 

potential cheating activities. Measurement equipment are 

both installed on the tripods, like the Figure-4(a) shown. We 

increase the distance between equipment and the wireless 

charger from 0.4m to 3.0m and documents the results every 

0.1m. Before this experiment, a calibration experiment is 

accomplished with the help of spectrum analyzer to get the 

conversion factors of Phonemeter to convert voltage readings 

into electric field measurements. The measurement results in 

Figure–4(b) show that Phonemeter gets about 13.7% relative 

error in average with much lower cost (around 32 US dollar 

v.s. 13000 US dollar) compared with the industrial grade 

spectrum analyzer. The fifth study has developed 

Phonemeter, a smartphone based EMF detection tool 

leveraging RF energy harvesting, achieving reliable detection 

accuracy with minimal hardware requirements. 
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Fig. 2. Power level thresholds of the evaluated RF detectors. 

 
Fig. 3. Voltage across the LED when Wi-Fi signal were 

detected. 

 
Fig. 4(a). Experimental Setup 

 
Fig. 4(b). Measurement Results 

 

Sl. No. Paper Title Technique Used Detection Focus Limitations 

1 

Determination of suitable RF 

detectors for detection of 

wireless spy devices. 

RF Detection using 

Amplifier & Rectifier 

Circuit 

Wireless Electronic 

Devices 

Lacked robustness; 

only ideal simulation 

tested 

2 
Optimization of RF Signal 

Detection and Alert System 

RF Signal Detector with 

Alert Mechanism 

Mobile Phones in 

Sensitive Zones 

Environmental 

interference; fixed 

sensitivity 

3 

Low Power RF Signal 

Detection Using High Gain 

Tunable OEO (IEEE) 

Optical Electronic 

Oscillator (OEO) 
Weak RF Signals 

Complexity; 

component alignment 

sensitivity 

4 

Phonemeter: Bringing EMF 

Detection to Smartphones 

(IEEE) 

Smartphone based EMF 

Detection 

EMF from Hidden 

Devices 

Inaccuracy in close 

range or multiple 

device environments 

5 
Design and Testing of Mobile 

Phone Detectors 
RC circuit, Reed switch 

Detects calls, SMS, 

switched off phones 
Very short range 

 

From the comparative study, it has been observed that each 

detection technique has exhibited unique strengths and 

limitations. Hardware based detectors such as RF circuit 

designs and tunable OEOs have demonstrated high 

sensitivity, but have faced challenges in complexity and real 

world adaptability. Smartphone integrated detection 

solutions have provided cost effective and portable 

alternatives, though they have encountered limitations in 

sensitivity and precision. Overall, a need has been identified 

for unified, scalable, energy efficient, and AI driven detection 

systems capable of performing accurately across diverse, 

noisy, and shielded environments. 
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IV. GAPS IDENTIFIED 

Most techniques have been developed and simulated in 

ideal environments, but real world variables such as 

interference and shielding effects have been overlooked. 

Detection circuits and hardware systems have been designed 

for static use, but portable or mobile integrated solutions have 

not been implemented. Each study has focused on a specific 

signal type (RF, EMF, or wireless), and unified detection 

systems have not been explored. High sensitivity systems 

have been proposed, but specificity has not been maintained, 

resulting in false positives and misidentifications. Adaptive 

systems capable of functioning under noisy or shielded 

environments have not been developed. Smartphone based 

and high power systems have been created, but energy 

consumption has not been minimized for long term use. 

Uniform performance metrics have not been established, 

making cross study comparisons difficult. Classification 

methods using machine learning have not been adopted in the 

reviewed detection systems. 

V. FUTURE SCOPE 

Using a unified architecture, future systems can be 

designed to detect and differentiate between RF, EMF, Wi Fi, 

Bluetooth, and cellular signals simultaneously. Intelligent 

models have yet to be trained for adaptive thresholding, 

anomaly detection, and signal classification, which could 

improve accuracy and reduce false positives. Mobile based 

detection tools have been implemented, but performance 

optimization, battery management, and background scanning 

capabilities can be further enhanced. Systems consuming 

minimal power and capable of long term monitoring have yet 

to be developed for real time surveillance applications. 

Future research can focus on evaluating systems under 

diverse conditions, including crowded public areas, shielded 

environments, and high interference zones. Compact, 

wearable, or concealed detectors can be built for security and 

industrial monitoring without requiring large hardware 

setups. A set of benchmark metrics can be formulated to 

consistently evaluate detection range, sensitivity, accuracy, 

and false alarm rate. Detection software can be made 

interoperable across Android, iOS, and embedded platforms 

for broader accessibility and deployment. 

VI. CONCLUSION 

In this review, several advanced electronic device 

detection systems have been explored, compared, and 

evaluated based on their methodologies, detection 

capabilities, and limitations. Techniques involving RF 

circuits, optical electronic oscillators, EMF sensors, and 

software defined radios have been examined. Strengths such 

as high sensitivity and low power design have been 

identified, while limitations including environmental 

interference, lack of multi signal detection, and minimal real 

world validation have been highlighted. 

Research gaps have been addressed, and future directions 

have been proposed, focusing on AI based detection, energy 

efficient mobile solutions, and standardized evaluation 

frameworks. With the continuous evolution of hidden 

electronic devices, the need for accurate, intelligent, and 

adaptable detection systems has been emphasized. This 

review has contributed a consolidated understanding of the 

current state of technology and paved the way for innovative 

advancements in the field of electronic surveillance and 

signal detection. 
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